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}Homomorphic  Encryption Basics  

}Somewhat homomorphic  encryption (SWHE) 
schemes  



Bar-Ilan University 
Dept. of Computer Science 

Lattice - Based Crypto & Applications  
Bar- Ilan  University, Israel        2012  



Bar-Ilan University 
Dept. of Computer Science 

Lattice - Based Crypto & Applications  
Bar- Ilan  University, Israel        2012  

A way to delegate processing  of your 
data, without giving away access to it.  

Example App: Cloud computing on encrypted data 

òWhere the sensitive information is concentrated, 
that is where the spies will go. This is just a fact 
of life.ó  -  Ken Silva, former NSA official  

5ƻ ȅƻǳ ǊŜŀƭƭȅ ǘƘƛƴƪ ƛǘΩǎ ǎŀŦŜ ǘƻ ǎǘƻǊŜ 
your data in the cloud unencrypted? 
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Alice  

Server 
(Cloud)  

(Input: data x, key k)  

òI want 1) the cloud to process my data 
2) even though it is encrypted.  

Enck[f(x)] 

Enck(x)  

function f  

f(x)  

This could be 
encrypted too.  

Run 
Evaluate[  f, Enck(x) ]    

=  Enck[f(x)]  
 

The special 
sauce!  
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} Alice wants workers to assemble raw materials into jewelry  

} But Alice is worried about theft:  

 She wants her workers to process  the raw materials 
without having access to them.  

} Alice puts raw materials in locked glovebox . 

} Workers assemble jewelry inside glovebox , 
using the gloves.  

} Alice  unlocks box to get òresultsó. 
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Enc[f(x)] 

Enc[x]  

f 

Eval Homomorphic 
Encryption [RAD78]: 

Compactness: Size of 9ǾŀƭΩŘ ciphertext 
independent of f 
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Fully Homomorphic 
Encryption (FHE) 
[RAD78, Gen09]:  

άCǳƭƭȅέ ƳŜŀƴǎ 
it works for all 

functions f 

Enc[f(x)] 

Enc[x]  

f 

Eval 

Compactness: Size of 9ǾŀƭΩŘ ciphertext 
independent of f 
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Somewhat Homomorphic 
Encryption (SWHE): 

ά{ƻƳŜǿƘŀǘέ 
means it works for 
some functions f 

Enc[f(x)] 

Enc[x]  

f 

Eval 

Compactness: Size of 9ǾŀƭΩŘ ciphertext 
independent of f 
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A way to delegate processing  of your 
data, without giving away access to it.  

}Fully Homomorphic  Encryption (FHE):  
ƁArbitrary processing  

ƁBut computationally expensive.  

}Somewhat Homomorphic  Encryption (SWHE):  
ƁLimited processing  

ƁCheaper computationally.  
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}Forget encryption for a momenté 
}How does your computer compute a function?  
}Basically, by working on bits , 1õs and 0õs.  
}And by using bit operations ð for example,  
ƁAND(b1,b 2)=1 if b1=b2=1; otherwise, equals 0. 
¶AND(b1,b 2)= b 1Ĭb2.  

ƁXOR(b1,b 2)=0 if b1=b2;  equals 1 if b1Íb2. 
¶XOR(b1,b 2)= b 1+b2 (modulo 2)

}Any function can be computed 
bit - wise ð with only ANDs and 
XORs ð if it can be computed at all.




