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Outline for Today

1 Homomorphic Encryption Basics

1 Somewhat homomorphic encryption (SWHE)
schemes
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Homomorphic Encryption Basics =
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A way to delegate processing of your

data, without giving away  access to It.

Example App Cloud computing on encrypted data

52 &2dz NBIFffeé 0K
your data in the cloudinencrypte@

oOWhere the sensitive Iinformation I S coO

that is where the spies will go. This is just a fact
of | i Kan Silva, former NSA official

Lattice - Based 2 ic
Bar- llan University, Sra \



' : \' )
Fully Homomorphic Encryption "=

BarIllan University
The special
sauce!

Dept. of Computer Science
Evaluate|

Enc,(x)

function f
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(Input: data x, key k)

f (X) <
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1 Alice wants workers to assemble raw materials into jewelry
1 But Alice is worried about theft:

She wants her workers to  process the raw materials
without having access to them.

e

1 Alice puts raw materials in locked glovebox .

1 Workers assemble jewelry inside  glovebox
using the gloves.

} Aliceunl ocks box to get oresul tsoéd.
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Homomorphic =l eval
Encryption [RAD78]: 1
Enc[f(3]

CompactnessSize 0D @ | ciplizRext
Independent of f
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FullyHomomorphic = | eval
Encryption (FHE) 1
[RAD78, Gen09]: Enclf3]

CompactnessSize oD @ | cipliRext
Independent of f
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Encryption (SWHE): 1
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1 Fully Homomorphic Encryption (FHE):
BArbitrary processing
BBut computationally expensive.

1 Somewhat Homomorphic Encryption (SWHE):
BLimited processing
BCheaper computationally.
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Basics: Functionality
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Processing (Unencrypted) Data

yForget encryption for a
1 How does your computer compute a function?
} Basically, by workingon bits, 1 0s and (

1 And by using bit operations & for example,
BAND(b,,b ,)=1 if b;=b,=1; otherwise, equals 0.
T AND(by,b ,)=b ,Ib.,. ,
BXOR(by,b ,)=0 if b,;=b,; equals 1 if b,l B.
1 XOR(by,b ,)=b ,+b, (modulo 2)
1 Any function can be computed
bit - wise o with only AND» and

XOR §if it can be computed at all.
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