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}Most of this talk is based on Ch. 7, òEfficient 
Secure Two -Party Protocolsó, Hazay and 
Lindell, 2010 .  
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}Two players: sender and receiver.  
}Sender has two inputs, x 0, x 1. 

}Receiver has an input j Í {0,1}. 

}Output:  
}Receiver learns x j and nothing else.  

}Sender learns nothing about j.  

 

}Depending on the OT variant, the inputs x 0,x 1 
could be strings or bits.  
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}We examine the malicious setting.  

}We consider the standard model and aim to 
get fully simulatable  protocols  

}More efficient protocols are possible if these 
requirements are relaxed  
ƁRandom oracle model  

ƁProtocols which are not proved to be secure in the 
sense of full simulatability . 
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}Oblivious transfer is one of the basic  
primitives of secure computation  
ƁòFounding cryptography on oblivious transferó, J. 

Kilian , 1988 . 

ƁOT alone, without any complexity - theoretic 
assumptions, can be used to construct non -
interactive zero - knowledge proofs of statements in 
NP.  

}The overhead of OT is often the              
bottleneck of the entire secure                     
protocol.  
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}There is no OT protocol which provides 
unconditional security for both parties.  
ƁNamely, with information theoretic security which 

does not depend on any computation assumption.  

 

}We show this by showing that there is no 
AND protocol which provides unconditional 
security for both parties.  
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}P1 and P2, have binary inputs a and b.  

}They wish to securely compute a AND b . 
ƁSuppose that P 1õs input is a=0, and he learns that (a 

AND b) = 0. Then he must not learn whether P 2õs 
input is 0 or 1. 

 

}Applications?  
}dating  
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}P1 is the sender, with inputs x0=0, x1=a. 

}P2 is the receiver, with input j=b. 
ƁThey run an OT protocol, and output its output. 

ƁThe output is (1-j)·x0+j·x1 = (1-b)·0+b·a = a·b. 

}Privacy (semi-honest, hand-waving): 
ƁIf b=0 then P2 always learns 0, and therefore can be 

easily simulated. 

ƁIf b=1 then the result obtained in the OT is equal to P1ôs 

input a, but it is also equal to a·b which                            

is the legitimate output of P2.  

ƁSimulation is therefore easy. 
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}Suppose that there is an AND protocol (between 
P1 and P2, with inputs a and b) with unconditional 
security. 
ƁSuch a protocol could be constructed from an OT which 

has unconditional security.  

 
}Let T be a transcript of all messages sent in the 

protocol. 
 

}The parties use random inputs                                  
R1 and R2. 
ƁGiven these inputs the transcript T                                     

is a deterministic function. 
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}In a certain execution with P 1õs input a= 0, the 
protocol has transcript T  and output ò0ó. 
ƁIf b= 0, then P 2 must not learn P 1õs input.  
ƁTherefore $ an Rõ1 s.t . if P 1 has inputs a= 1 and Rõ1, 

the protocol would have produced the same 
transcript T . 
ƁIf  b= 1, then output is 0. Therefore there is no Rõõ1 s.t . 

the protocol has transcript T for a P 1 input of a= 1. 

}P1 can therefore  
Ɓsearch over all possible values for R 1 and check if 

running them with input a= 1 results                         
in transcript T.  If there is such an R 1                          
then it concludes that b= 0. 
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}We prefer to use protocols which are fully secure  
ƁCan be easily compostable in higher level protocols  
ƁEspecially important for oblivious transfer  

}Defining privacy only is difficult  
ƁNo correctness and independence of inputs.  
ƁE.g., do not ensure that the protocol implements the OT 

functionality.  
ƁComposition is not guaranteed.  

 

}For oblivious transfer, we know                           
how to define privacy only,                                 
for two - round protocols.  
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}Why do 2 rounds help?  
ƁReceiver sends one message ð commits to its choice  
ƁSender replies with one message  

}Privacy definition for a malicious sender  
ƁJust need to prove indistinguishability  of receiverõs 

first message when b= 0 and when b= 1 
ƁNamely,  for any values of the senderõs inputs x0,x 1, 

the sender cannot distinguish between the case that 
the receiverõs input is 0 and the case that it is 1. 
 
ƁThis can be extended to many                           

messages  
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}Privacy definition for a malicious receiver  
ƁMore intricate, since the receiver obtains an output.  

 

ƁFirst message is generated before seeing anything. 
We would like that this message essentially commits 
the receiver to learning a specific message.  

 

ƁThe definition requires that for every first message 
sent by the receiver, there exists a bit b¡ such that 
receiver learns nothing about x b¡ . 
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}The Decisional Diffie - Hellman assumption 
(DDH), is that the following problem is hard : 
ƁThe input to the problem contains  

Ɓa group G of order q, and a generator g of G  

Ɓa pair of tuples  in random order,  

¶(ga ,gb ,gc) where a,b,cÍR[1,q]  

¶(ga ,gb ,gab) where a,bÍR[1,q]  

 

ƁThe task is to decide which of the                         
two tuples  is (ga ,gb ,gab). 
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} Input:  sender ð x 0,x 1. receiver ð jԜ{0,1}. 

}Setting:  Group G of prime order q. Generator g. 

}Receiver 
Ɓchooses random a,b,c 1- jÍ[1,q], and defines cj= ab (mod q).  

ƁSends to the sender the message (ga, gb, g c0, g c1). 

}The sender  
ƁChecks that gc0 ģc1. Chooses random u0,v0,u1,v1Í[1,q].  

ƁDefines w0=( ga)u0gv0.  Encrypts x0 with the key k0=(g c0)u0(gb)v0.  

ƁDefines w1=( ga)u1gv1.  Encrypts x1 with the key k1=(g c1)u1(gb)v1. 

ƁSends w0, w 1 and encs with k 0,k 1 to receiver.  

}Receiver computes (w j)
b which is the                        

key k j with which x j can be decrypted.  
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}Correctness  
ƁSuppose  j= 0. R sends (ga, gb, g ab, gc). 

ƁS defines w0=( ga)u0gv0.   

ƁS encrypts x 0 with k0= (gab)u0(gb)v0.  

¶Note that encryption key is equal to (w0)b. 

ƁR computes k0= (w0)b and uses it for decryption.  

 

}Overhead:  
ƁR computes 5 exponentiations.  

ƁS computes 8 exponentiations.  
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}Receiverõs security 
ƁBased on the DDH assumption  

ƁMust show that senderõs view is indistinguishable 
regardless of receiverõs input. 

¶Sender receives either (ga, gb, g ab, gc) or (ga, gb, gc, g ab).  

¶Suppose that it can distinguish between the two cases.  

 

¶We can construct a distinguisher for the DDH problem, 
which distinguishes between (ga,gb,gab) and (ga,gb,g c): 

¶The distinguisher receives (ga,gb,X)                               
and  (ga,gb,Y), and  sends (ga,gb,X,Y)                                
to S.  
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