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1 Most of this talk is based on Ch. /,OEf f 1 ci
Secure Two-Par ty Pr,dHazayamdl s o
Lindell, 2010 .
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1 -out-of-2 Oblivious Transfer y
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; Two players: sender and receiver.
} Sender has two Inputs, X ,, X;.
} Receiver has aninputj 1 {0,1}.

1 Output:
} Receiver learns x; and nothing else.
} Sender learns nothing about |.
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1 We examine the malicious setting.

1 We consider the standard model and aim to
get fully simulatable protocols

1 More efficient protocols are possible if these
reguirements are relaxed
BRandom oracle model

BProtocols which are not proved to be secure in the
sense of full simulatability




Why study OT? Ny
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1+ Oblivious transfer is one of the basic
primitives of secure computation

BoFounding cryptography on ol
Kilian , 1988 .

BOT alone, without any complexity - theoretic
assumptions, can be used to construct non -

Interactive zero - knowledge proofs of statements In
NP.

v The overhead of OT is often the
bottleneck of the entire secure
protocol.




Feasibility of constructing OT Ny
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+ There is no OT protocol which provides
unconditional security for both parties.

BNamely, with information theoretic security which
does not depend on any computation assumption.

1 We show this by showing that there is no
AND protocol which provides unconditional
security for both parties.
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Computing “AND” privately Ny
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» P, and P,, have binary inputs a and b.

+ They wish to securely compute a ANDDb.

B SupposethatP ;0 s | n p ult and he leaans that (a
AND b) = 0. Then he must not learn whether P ,0 s

Inputis 0 or 1.

1+ Applications?
} dating
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Computing “AND” Privately using OT '\y
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1 P, Is the sender, with inputs x,=0, x,=a.

1 P, Is the receiver, with input j=Db.
BThey run an OT protocol, and output its output.
BThe output is (1-])-Xy+)-X; = (1-b)-0+b-a = a-b.

} Privacy (semi-honest, hand-waving):

BIf b=0 then P, always learns 0, and therefore can be
easily simulated.

fB If b:1 then the re SUIt Obtalne d |n the OT ....... |S ........ equal ........ t O ......... 168 ................................................
Input a, but it is also equal to a-b which
IS the legitimate output of P,.

BSimulation is therefore easy.
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Impossibility of achieving OT with @
unconditional security =

Dept. of Computer Science

1 Suppose that there is an AND protocol (between
P, and P,, with inputs a and b) with unconditional
security.

BSuch a protocol could be constructed from an OT which
has unconditional security.

} Let T be a transcript of all messages sent in the
protocol.

} The parties use random inputs
R, and R,.
BGiven these inputs the transcript T
IS a deterministic function.
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Impossibility of achieving OT with @
unconditional security =
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} Inacertain executionwith P ;0 s 1 aFDuythe
protocol has transcQoi.pt T
BIf b=0,then P, mustnotlearnP ,0s 1 nput.

BTherefore $an ,BOifP, hasinputsa= 1and ,R0
the protocol would have proéuced the same
transcript T .

BIf b=1, then outputis 0. Therefore thereis n o [Rsi.0
the protocol has transcript T fora P, inputof a= 1.

1 P, can therefore

Bsearch over all possible values for R, and checkif
running them with input  a=1 results
in transcript T. If thereissuchanR
then it concludes that b= 0.
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Oblivious transfer @
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; We prefer to use protocols which are fully secure
B Can be easily compostable in higher level protocols
B Especially important for oblivious transfer

1 Defining privacy only is difficult
B No correctness and independence of inputs.

BE.g., do not ensure that the protocol implements the OT
functionality.

B Composition is not guaranteed.

1 For oblivious transfer, we know
how to define privacy only,
for two - round protocols.

11

Secure Computation & ‘\\\w .
Bar- llan Univers (



Privacy definition Ny
+ Why do 2 rounds help?
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BReceiver sends one message 0 commits to its choice
BSender replies with one message

1 Privacy definition for a malicious sender
BJust need to prove indistinguishability of r ec e
first message when b=0 and when b=1
BNamely, f or any values of tgxe s

the sender cannot distinguish between the case that
t he recei ve®andtheicaspthatitis sl.

BThis can be extended to many
messages
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Privacy definition N
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1 Privacy definition for a malicious receiver
BMore intricate, since the receiver obtains an output.

BFirst message is generated before seeing anything.
We would like that this message essentially commits
the receiver to learning a specific message.

BThe definition requires that for every first message

sent by the receliver, there existsa bit bjsuchthat
receiver learns nothing about  X,,..
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Preliminaries - The Decisional ,\9
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1 The Decisional Diffie - Hellman assumption
(DDH), is that the following problem is hard :
BThe input to the problem contains

Bagroup G oforder g, and agenerator g of G
Ba pair of tuples in random order,

T (02,9° ,g°) where a,b,cl 4[1,q]

T (92,9 ,92°) where a,bl 4[1,q]

BThe task is to decide which of the
two tuples is (g2,g° ,ga°).
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OT satisfying the privacy only @
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; Input: sender 0 x,,x,.receiver d) VU{1}.
} Setting: Group G of prime order . Generator g.

} Receiver
B chooses random a,b,cl_jl' [1,q], and defines c¢;=ab (mod q).
B Sends to the sender the message (g2, gP, g<°, g¢l).
1 The sender
B Checks that g g°¢.. Chooses random u,,v,,u,,v,1 [1,q].
B Defines wy=(g?)!°g"°. Encrypts x, with the key k,=(g ¢°) 9(gP)v°.
B Defines w,=(g?)"'g¥t. Encrypts x, with the key k1=(g c')"*(gP)' .
B Sends w,, w, and encs with k 4,k; to receiver.
} Receiver computes (w;)° which is the
key k; with which x; can be decrypted
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Properties N
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1 Correctness
BSuppose j=0.R sends (g2, g°, g2, g©).
BS defines w,=(g?)4°g"°.
BS encrypts x, with k= (g@°)"°(g®)"°.
1 Note that encryption key is equal to (Wg)P.
BR computes k,=(w,)? and uses it for decryption.

1 Overhead:

BR computes 5 exponentiations.
BS computes 8 exponentiations.
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;Recei verds security
BBased on the DDH assumption

BMust show that senderodos vi e\
regardl ess of receiveros 1 ny

1 Sender receives either (g2, g°, g@°, g or (g?, g®, g¢, ga°).
{ Suppose that it can distinguish between the two cases.

{ We can construct a distinguisher for the DDH problem,

which distinguishes between  (g2,0°,0%°) and (g?,9°,g°):
{ The distinguisher receives  (g2,9°,X)
and (g?,g°,Y), and sends (g2gP°,X,Y;
to S.

N
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